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Modernize security operations



Deploy in hybrid and 
multi-cloud 

environments

Extend visibility 
across the attack 

surface

Prevent and detect 
threats accurately 

and at scale

Consolidate SIEM, 
endpoint, and cloud 
in a unified solution

Hasten protection
by streamlining 

investigation

— Vision —

Modernize security operations 
with the power of data



Advanced protectionBasic protection

Today’s

Status Quo
Streamlined

Response
Automated

Protection
Nimble

Analytics
Comprehensive

Visibility

Single data store

Data preparation

Extended lookback

Prebuilt protections aligned 
with MITRE ATT&CK

Turnkey ransomware and 
malware prevention

Centralized detection

Cloud workload protection

Threat intel. matching

Querying and pivoting

Cloud scale

Data blind spots and silos

Inconsistent data 
formatting

Standardized workflows

Informed investigations

Automated responses

Seamless host inspection

Security teams need a unified solution



Elastic Security



Detect, Investigate & Respond

Bring your data

Elastic Security

SIEM & Security Analytics

Endpoint Security

Cloud Security

cloud

network

host

user

email

threat intel

Block threats with Elastic Agent

Native protection

cloud providers

servers & VMs

containers & kubernetes

laptops & desktops

Powered by Elastic Security Labs threat research



Prevent and detect 
at scale

Investigate faster 
than threats

Remediate
without delay

RespondInvestigateProtect



Prevent and detect 
at scale

Investigate faster 
than threats

Remediate
without delay

RespondInvestigateProtect

Network attack



RespondInvestigateProtect

Prevent and detect 
at scale

Investigate faster 
than threats

Remediate
without delay

Events



SIEM



● Gain visibility across your enterprise

● Gather information of any kind — cloud, 
user, network, you name it

● Explore all of your data on tailored 
graphs and dashboards

Continuous monitoring



● Leverage petabytes of data, enriched 
with threat intel

● Glean insights with advanced analytics

● Uncover threats you expected — and 
others you didn’t

Threat hunting



● Thwart complex attacks with
ML and behavior analytics

● Block malware and ransomware on every 
endpoint

● Advance SecOps maturity to stop 
threats at scale

Automated threat protection



● Expose unfolding attacks by correlating 
diverse data

● Seamlessly access vital context

● Respond rapidly with case management 
and powerful automations

Investigation and response



● Unlimited number of active rules

● 1000+ Detection rules

● 50+ ML models

● Developed in the open by our Lab with 
our customers and community

Detection Rules

https://github.com/elastic/detection-rules



Endpoint Security



● Dedicated console for response 
management

● Query all your assets in real time with 
osquery

● Automated alert insights

● Integration with third-party SOAR 
solutions

● Restore capability of infected systems

Detection and Response on 
the same platform (XDR)



● Collect telemetry and/or protect your 
Windows, Linux and Mac endpoints

● Manage thousands of agents from a 
centralized console

● Isolate infected hosts and continue your 
investigations in a controlled 
environment

● Restore capability of infected systems

Protection, Detection and 
Response at the endpoint



● Build your own queries or use our library 
of well-honed queries

● Query results in ECS format

● Schedule your queries for future 
detection

● Query isolated hosts with Elastic Agent

Query all your assets in real 
time with osquery



Cloud Posture Security 
Management



Risk assessment and security 
benchmark alignment

● Simple, prebuilt visibility across industry 
benchmarks (starting with CIS)

● Identify infrastructure misconfigurations 
in kubernetes deployments 

● Detect drifts in cluster configurations, 
access controls, pod security settings, 
workloads, etc.

● Lightweight, edge-based analysis using 
Rego/OPA

● Out of the box executive dashboards



● Investigate workloads on servers, VMs 
on data centers or Cloud

● Understand user and service behavior 
on workloads 

● Review user activity with a terminal like 
UI to identify suspicious activity

● Replay terminal user sessions (new in 
version 8.5)

Investigative tool for Workloads



Threat research by Elastic Security Labs

➔ Regularly update our annual Global Threat 
Report and deliver new threat research and 
malware analysis, e.g. SUDDENICON, 
REF2924, ICEDID

➔ Augment security teams with out-of-the-box 
detection rules and unsupervised ML models

➔ Curate security artifacts for malware, 
ransomware, memory, and more

➔ Lower the analyst learning curve with triage 
and investigation guides

www.elastic.co/security-labs



The Elastic Security Difference

Open & integrated
Connect technologies and teams 
with an extensible solution and 
apply innovations from a global 

user community

Versatile platform
Unify SIEM, endpoint, and cloud 

— plus observability — and adapt 
as your vision evolves with 

flexible licensing

Hybrid & multi-cloud
Harness AWS, Azure, GCP, and 
on-prem with one solution to 

dispense with data backhaul and 
support data sovereignty

Automated insight
Boost analyst productivity with 

contextual enrichment, runbooks, 
and response automation

Limitless data
Analyze data at massive scale 

with efficient data management 
and fast, federated search

Native protection
Reduce risk with OOTB 

prevention, detection, and 
response, powered by ML and 

novel threat research



ES|QL



Security

ES|QL enhances SecOps by streamlining 
workflows and investigations providing a 
singular place to find what you are looking for

Pull in critical context for investigations with 
ES|QL lookups. Enrich data and defining fields 
on the fly for valuable insights for accelerated 
action

ES|QL reduces alarm fatigue and ensures more 
accurate alerts by incorporating aggregated 
values in detection rules



AI Assistant for 
Security



AI Assistant
for Security

● Accelerate incident management and 
threat detection

● Get expert assistance during any 
investigation

● Gain industry insight into attack patterns

● Incorporate into existing incident response 
workflows

    

Powered by 



Architecture



Consolidate

SIEM

Endpoint

Cloud

Container

Soar

Threat Intel

Observability

Hot
$$$/GB
“NOW!”

Warm
$$/GB

“In a second”
Cold
$/GB

“In seconds”

Frozen 
.$/GB

“In a couple 
mins”

Balance for your budget

Automated data lifecycle management (ILM)

100% live, searchable data in all tiers

Balance visibility, retention, performance, & budget
Optimize security spend



Flexibility to handle hybrid and multi cloud complexities
Optimize security spend

Minimize data access challenges
● Secure distributed search

○ Correlation across instances & workloads
○ Maintain data residency / sovereignty
○ Full role / attribute based access control
○ Minimize data egress charges

● Cloud / self managed feature parity
● 50+ Elastic Cloud regions

Cloud Costs
● Data egress charges?

Hybrid Cloud Complexity
● Feature parity?
● Data residency concerns?
● Cloud availability?

Other SIEM Challenges

EU Cloud A

Centralized 
SIEM

AP Cloud C$$$$

?

?

?$$$

Elastic SIEM

EU Cloud A

Centralized 
SIEM

AP Cloud C



150TB

Elastic InfoSec 
Challenges

InfoSec by the numbers (Daily)

Security Data
Enables us to monitor for 

abnormal and security 
relevant activity

Endpoint Data
Amount of security data 

ingested daily from Elastic 
end user endpoints

600GB

Globally Distributed Workforce Cloud Native Implementation

~3,000
ELASTICIANS

42
COUNTRIES

Endpoints
Globally dispersed cloud 
instances, virtual desktop 
environments, and user 

workstations

>450K

9
People Team

Threat Intelligence, 
Detection, and 

Response (TDR)



SOARTIP Collaboration
(Slack)

Escalation 
(ticketing)

Real-life example of an 
Elastic Security 
Architecture
● Collect all data and store it into a 

single searchable location
● Deploy Elastic Security in a 

centralized cluster
● Use Cross-cluster search (CCS) 

to identify threats across all the 
data clusters

● Use CCS to cross security data 
with Observability data

● Enrich alerts with Threat Intel
● Automate and push alerts to the 

analysts



Thank you


